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Course Overview: Operating System

1) What are the principle problems to be handled by the operating system’s memory management?
· To provide the memory space to enable several processes to be executed at the same time.

· To provide a satisfactory level of performance (process execution speed) for the system users.

· To protect each process from each other.

· Where desired, to enable sharing of memory space between processes.

· To make at the addressing of memory space as transparent as possible for the programmer.

2) Establish the difference between a process loading from swapping?

· Process loading: It is a process where the program code has to be transferred from secondary storage to the main memory whereas
· Swapping: It is the reverse operation where a process is transferred from the main memory to the secondary storage.
3) In few words explain the main advantage of variable partition method more than the early method of fixed partition?

Summary

The variable partition scheme has been successful used in many computer systems and is a significant improvement on the fixed partition method. Its principal defects are the problem of fragmentation which reduces the effective capacity of the memory.
4) Does the variable partition policy address the limits encountered by the fixed partition? Explain your answer.

Yes because a larger process waiting may be loaded in available space obtained by coalescing of holes. 
5) List the reasons why we need to manage the main memory?
- To provide the memory space 
- To enable several processes to be executed at the same time.

- To provide a satisfactory level of performance (process execution speed) for the system users.

- To protect each process from each other.

-Where desired, to enable sharing of memory space between processes

-To make at the addressing of the memory as transparent as possible for the programmer.
6) Which known operating system used fixed partition methods?
    Early MS-DOS

7) Explain what a fragment is.?

 A fragment is free slot in the memory left by a process.

8) What do you mean by “coalescing of holes”

 It is a process of reuniting free holes to form a bigger block
9) Explain the following policies: best fit policy, first fit policy, and worst fit policy

· Best fit policy: an incoming process is placed in a hole in which it fits mostly ‘tightly’
· First fit policy: an incoming process is placed in the first available hole which can accommodate it.
· Worst fit policy: an incoming process is placed in the hole which leaves the maximum amount of unused space, which logically must be the current largest hole.

10) What is the difference between a page and a segment?

A page is a fixed subdivision of a process. This division is done according to the fixed size. A segment is a variable subdivision of a process. The size reflects the logical structure of a process.
11) How can you define the main memory?

The main memory is a memory where all current running processes are stored by default.

12) Why do you think a memory is a resource?

The main memory is a resource because it is to be accessed by many resources.

13) What are the disadvantages of variable partition and fixed partition?

A fixed partition may result in internal fragmentation but variable partition may create external fragmentation.
14) What is a virtual memory?

Virtual memory is a memory created by the operating system when swapping processes between the space on the secondary memory and the main memory.

15) Lab exercises:

1. Find out how much memory the computer in front of you has, using a DOS command

2. Find out how much virtual memory the computer in front of you can generate 

3. Find how much physical memory your computer has.

16) What is the role of the conventional memory in DOS systems?

To load user programs, the command interpreter and residential programs (drivers).

17) Which mode was used the virtual memory in windows?

Enhanced mode

18) Give two types of Operating Systems?
· Desktop Operating Systems
· Network Operating Systems

19) Give at least two characteristics of Windows Operating System?
· It uses Graphical User Interface (G.U.I)
· It is Multi-Task and Multi-User
20) Give and explain the main components of the Operating System?
· Kernel (Core): It is the part of the O.S which is in charge of the basics functions of the Operating System such as Management of memory, Management of Peripherals, and so on.
· Shell: This part of the operating system is in charge of controlling all interpreted commands on the computer.
· File System: This part is in charge of file management, manipulation and access.
21) Give at least different of user interface?
· GUI(Graphical User Interface)

· CLI(Command Line Interface)

· Job Control User Interface

· System Call User Interface
22) What is the main function of the operating system?

· It is the interface between hardware, software and the user
23) What are drivers?

· Drivers are additional software to the operating system in order to improve the performance of the computer.

24) Give at least three types of drivers
· Audio controllers drivers

· Video drivers

· Network controllers

25) Give the steps to know an installed operating system via the command prompt?

· Start[image: image2.png]
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In the displayed textbox type in “cmd”[image: image6.png]


OK
· In the prompt window, type in “ver” and press the enter key

26) Give at least 4 Operating Systems which don’t require drivers’ installations?
· Windows 7
· Windows XP Service Pack 3
· Ubuntu
· Fedora

27) What are 2 known Operating System which use both Command Line Interface and Graphical User Interface?
· Linux OS such as: UBUNTU and SOLARIS
28) Is it possible to have more than 1 operating system running on one computer? Explain your answer.
· Yes, because you can create different partitions of the computer hard disk and then it is possible to install an Operating System on each partition.
29) Is it possible to Log on more than 1 user using one computer simultaneously? Explain your answer.
· Yes, because any windows computer has the feature of switching users so that you can switch more users simultaneously. Or in other words, you can log off one user and log in another user.
30) What are the main components of the computer?

· Hardware

· Software and

· Memories

31) Give three preferred ways when any driver is required in your Windows XP O.S?
· When you have the Original drivers CD of that computer, you can install it manually.
· It is preferred to download it from the Internet and install it on your machine.

· You can install a new O.S which doesn’t require any drivers.

32) Give 4 expansions cards available in the computer
· Sound card
· Video card

· Network Interface Card (NIC)
· Graphic card
33) Give 3 ways of increasing the Disk performance?
· Disk cleanup

· Scandisk

· Disk defragmenter (File re-organizing)
34) What are the main factors of computer performance?

· CPU Speed (Processor speed)
· RAM capacity
· Hard disk space or Current Running Application (CRA)
35) What is software?
· It is a set of instructions used by the computer to perform a specific task or to solve a certain problem.
36) Briefly, give the difference between fixed partition and variable partition?
· Fixed partition is a process of dividing a memory into fixed blocks which cannot be changed.
· Variable partition is a process of dividing a memory into variable blocks which can be changed according to the size of the process.
37) Give at least 5 pillars (Functions) of the operating system
· Memory management

· Files management
· I/O management
· Process management

· Communication management

· Authorization management

38) What is Quantum?
· It is required information for a safe execution of a process.

39) Give 3 characteristics of a process in Windows?
· Each process creates a thread

· The scheduler (Planer) operates in all thread

· Each process operates in its own memory capacity
40) What is dead lock?

· It is a process in execution which doesn’t have the end condition.
41) Define the following O.S features

· Multi-task: It is an O.S ability to execute more than one task at the same time.
· Multi-user: It is the O.S ability of being used by more than one user simultaneously.
· Multi-thread: It is the O.S ability to execute multiple threads at the same time.
· Multi-Processing: It is the O.S Ability to control more than one processor at the same time
41) Define what is a process?
It is each operation which can be done by a computer
42) What is a thread?
· It is  a part of the process in execution
Life Cycle of a Process
43) Using a diagram, show all 3 states of a process to be executed?
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Note: 
· Every process must pass first in Ready state before being executed
· Then if the processor is ready for the operation, the process passes in the running so as to be processed.
· When an error is occurred, the process will pass to the blocked state (will be interrupted).
· The process will be stopped only at:

· A new request from the I/O device

· At the end of quantum

Quantum is required information for a safe execution of the process.
· Planning or Scheduling
Note: Most of our processor PCs uses a multi task operating system. This forces us to define a schedule of how tasks will be done and executed one after another. 
44) What are 3 types of process scheduling or planning?
· High level planning (H.L.P)
· Intermediate Planning  (I.P)
· Low Level Planning (L.L.P)
45) What is the main objective of planning?
The main objective of planning is to optimize the performances and behaviors of the computer system.
46) List and explain all 3 types of scheduling or planning?

a) High Level Planning
· This planning level controls the admission of a new process in the system.
· It defines which process has to be entered in the Active state or in the Waiting state at first.
· If the number of processes reaches the maximum. The new process will be accepted only if one process in the execution is first finished.

The principle function performed by the H.L.P is to check if the system is not overloaded.

b) Intermediate Level Planning
This planning is applicable if the process inside the system can be evacuated from the main memory towards the hard disk so as to reduce the overloading of the system.
The principle function performed by the I.P is the virtual memory creation
Pre-emptive and Non Preemptive methods
· Pre-emptive methods:  Remove a process in active state at the end of the process to allow another process to be carried out.
· Non Pre-emptive methods: (Also known as run-to-completion): Once that the process retains, the process will be allowed to remain in execution until it finishes.
· Cooperative.
c) Low Level Planning

The methods of planning concerned are: 

· FCFS

· SJF

· RR

· SRT

· HNR

· MFQ

a) FCFS (First Come First Served): The priority of execution is given to the process which reaches the system at first place.
	Job
	Execution estimated time (sec)
	Waiting time
	Rate= (b/a)

	1
	2
	0
	0

	2
	60
	2
	0.03

	3
	1
	62
	62

	4
	3
	63
	21

	5
	50
	66
	1.32


b) SJF (Shortest Job First): The priority of execution is given to the processes according to their size. Their size is known by measuring its execution time and then the shortest process is executed first.
	Job 
	Execution estimated time (sec)
	Waiting time
	Rate= (b/a)

	3
	1
	0
	0

	1
	2
	1
	0.5

	4
	3
	3
	1

	5
	50
	6
	0.12

	2
	60
	56
	0.93


b) SRT (Shortest Remaining Time): The SRT is a version of the pre-emptive method of SJF. At the time to release a process. The shortest process being on the tail, for example process A will be launched, if another process having the execution time shorter than the remaining duration of process A, the process A will be suspended to allow the new process has been just carried out.
c) [image: image39.emf] 

HNR (Highest Next Ratio): It is a SJF method with the purpose to reduce the injustice done to the higher processes in SJF method.
Note: The process with the highest priority rate will be executed first.
Example: Let us consider two operations A and B having a period of 10 and 50 minutes respectively of being executed. Both process A and process B has the same waiting time of 5 minutes. Then respective priorities will be:
Process A: Priority (P) =[image: image8.png]s+10
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Process B: Priority (P) =[image: image10.png]5+50
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Conclusion: The process A will be executed at the first turn because it has the greatest priority than process B.
d) RR (Round Robin): This method consists of selecting a process being in the tail according to the FIFO (First In First Out) but every process has to be executed for a specified time.
e) MFQ (Multi Level Feedback Queue): The MFQ is an effort to give an adaptive methodology by creating the process being based on their past in the system.
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File Management System
File Management System: It is a system that an operating system or a program uses to organize and keep track of files.

Advantages of FMS
· It allows to create and to store Meta data (data about files).

· A file is indexed for faster and easier retrieval.

· Easy data manipulation

· Easy files organization

· Easy to manage all your information much easier

· It provides files security

· Real time transaction over DBMS

· Flexibility over file transaction

· Storing and retrieving data is faster over DBMS.

· It prevents your files to be attached by the viruses

· It reduces the state of lost files.

· Data and files validation

· There are 5 main Aims (features) of FMS:

· Data management

· Generality with respect to the devices

· Validity

· Protection

· Performance

· Data management: FMS allows data management in folders so as to retrieve it will be very easy and will require a short time.
· Generality with respect to the devices: Data and files are stored on disks and devices according to their format. 
Examples: 

· It is not possible to play a video file with .flv extension on your phone because it requires you to convert that video into the compatible format supported by your phone. (.3gp)

· Also each file is opened with its appropriated application program (It is not possible to open a .doc file with a media player or a photo editing software) i.e. It must be opened with an application program compatible with .doc files such as Microsoft Office Word.

Note: Each file is opened and edited in its compatible application program.
· Validity: Data and files must be validated so as to be opened and edited in its applications programs. Each file has its compatible application program.
· Availability: FMS allows files to be retrieved and accessed any time they are needed so that you can modify its contents. Remember that a lot of times, files are retrieved through folders in which they are stored in.
· Protection: FMS provides ability to protect your files against unauthorized access to those files. This FMS feature prevents unauthorized changes to your files i.e. A user must get permission before getting access to the files.
· Performance: When all above features are affected, now they increase the performance of the computer.
**********************************************************************************
Files & Folders
A File: It is a complete task done and saved within a certain application program. Files are differing from their representative extensions and icons:

· A Microsoft Office Word file is characterized by .doc extension
· A Microsoft Office Excel file is characterized by .xls extension, etc.

A Folder: A folder is a container (store) where files are stored in.

 It is not necessary a file or a group of files to be stored in folders but for well organizing your files, it is expected (advised) to  put your files into folders so that its retrieving will be easy and will take a short time.

· Similarities between a file and a folder: 

1. Either a file or a folder has a name that represents it.
2. Both a file and a folder can be empty.
3. They have a specified size or capacity
4. They can be edited
· Differences between a file and a folder:

1. A folder can contain many folders.
2. A file is unique
3. A folder doesn’t depend on any application program
4. A file depends on its application program.
· Characteristics of a file:
1. File type
2. Size
3. Date modified
4. Hour of creation
5. File content
· Characteristics of a folder:
1. Folder name
2. Size
3. Date created
4. Containing files
5. Hour of creation
*********************************************************************************

Disk Defragmenter Utility
Disk defragmenter is a utility in Microsoft Windows designed to increase access speed by rearranging files stored on disk to occupy contiguous storage.

· Defragmenting a disk minimizes head travel, which reduces the time it takes to read files from and write files to the disk.

· Also disk defragmenter reduces the system start up time.

Over time and with regular use, files and folders on a computer’s hard disk break down or become fragmented. When computer files are fragmented, they are typically disorganized and in the wrong place. This can cause the system to run slowly and to experience processing problems.

Now defragmenting the computer gathers and organizes the files, which usually improves retrieval time and the computer’s overall performance.

For example: A computer program must access various files on the hard disk every time it is run. If those files are spread out on opposite sides of the hard disk instead of gathered and organized neatly, as they are supposed to be, the computer will have to work extra hard and take extra time to access the information it needs.
In some cases, severe defragmenting may even cause a program to stop running entirely.

Fragmentation: Is a phenomenon in which storage space is used inefficiently. This reduces capacity & often performance.
1. The storing of a file in separate areas of memory scattered throughout a hard disk.
2. It is the process or state of breaking or being broken into small or separated parts.

· There are 3 but related forms of fragmentation which are :

· External fragmentation, 
· internal fragmentation and 
· Data fragmentation which can be present in isolation or conjugation.
Internal Fragmentation
Due to the rules governing memory allocation, more computer memory is sometimes allocated not as it is needed

Internal Fragmentation: It is a space wasted inside of allocated memory blocks because of restriction on the allowed sizes of allocated blocks.

Note: Allocated memory may be larger than requested memory.

For example, memory can only be provided to programs in chunks (blocks) divisible by 4, 8 or 16 and as a result if a program requests perhaps 23 bytes, it will actually get a chunk of 24. When this happens, the excess memory goes to waste, in this scenario; the unusable memory is contained within an allocated region and is thus termed internal fragmentation.
Unlike other types of fragmentation, internal fragmentation is difficult to reclaim. Usually the best way to remove it is with a design change.
External Fragmentation
It arises when free memory is separated into small blocks and is interspersed by allocated memory.

Although free space is available, it is effectively unusable because it is divided into pieces that are too small individually to satisfy the demands of the application.

The term “External” refers to the fact that the unusable storage is outside the allocated regions.

For example: Consider a situation where in a program allocates 3 continuous blocks of memory and then frees the middle block. The memory allocator can use this free block of memory for future allocations. However, it cannot use this block if the memory to be allocated is larger in size than this free block.
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, means that all the free memory is in a single large block

Fragmentation of 100%, when 100MB free memory is present but the largest free block of memory for allocation is just 10MB.
Data Fragmentation
It occurs when a collection of data in memory are broken up into many pieces that are not close together. It is typically the result of attempting to insert a large object into storage that has already suffered external fragmentation.

· There are varieties of algorithms for selecting which of those potential holes to put the file.

1. The “Best fit” algorithm chooses the smallest hole that is big enough.

2. The “Worst fit” algorithm chooses the largest hole

3. The “First fit” algorithm chooses the first hole that is big enough.

4. The “Next fit” algorithm keeps track of where each file was written

· Just as compaction can eliminate external fragmentation, data fragmentation can be eliminated by rearranging data storage so that related pieces are close together. (Defragmentation).

· Defragmentation is a tool used to arrange blocks on disks so that the blocks of each file are contiguous.

· Compaction: is a way of moving related data close together so as to improve cache performance.

· The main difference between file compaction and file defragmenting is that during file compaction, disk space is not recovered whereas during file defragmentation, free disk space is recovered.

· File compaction is the process of rearranging existing defragmented files contiguously so that existing free disk space is consolidated into larger contiguous segments.

· Memory allocation is the act of reserving a space of a memory for some set of data.
Fixed partition & Variable partition
1. Fixed partitions have fixed size and usually cannot be easily expanded or shrunk.

2. Dynamic (Variable partitions) can change size by themselves when they need it.

· RAM Disk is basically a special partition of your PC’S memory that has been formatted and configured (via a special software) to be used as a high speed target for data reading and writing. E.g. Dataram’s RAM disk and Soft Perfect RAM disk.
****************************************************************************************

· Explain the following files extensions in Operating System.

· .back:  Back up files
· .bas:    Basic programs
· .com:  Command file
· .doc:   Document
· .exe:   Executable files
· .prn:   Printable files
· .sys:   System files
Memory Management
· A memory is a disk space where data are stored.

· Conventional memory: It is a memory that has 640KB used to run DOS programs.
· Wide memory (Extended memory): It is a memory that has more than 1 MB.
A memory can be broken down into two ways:

1. Paging: A memory is broken down into small parts called pages of fixed length (size).
2. Segmentation: A memory is broken down into small parts (blocks) called segments of varying size.
· DLL: Dynamic Link Loader (Library): It is advanced technology of the Operating System to load files only when there are needed. For example when the computer is turned on, the O.S loads only files that are needed to start up the computer (System start up files).
· Drivers: are programs that manage and allow communication between I/O devices and the computer.
· DMA: Direct Memory Access: is a technique of transferring data to or from a memory or I/O device without passing through the CPU.
· Why said that USB port is hot swappable?

Because once a device is plugged on the USB port, that device is detected automatically without some configurations and restarting the computer i.e. it can be used directly. 
· A controller: It is a part of an I/O device that is attached to the I/O main card so as to act as an interface between an I/O device and the computer.
· Explain how a modem is an input and an output device at the same time.

MODEM (MOdulation DEModulation) i.e. because a modem is has ability to convert analog signals into digital signals and digital signals into analog signals.

 Modulation is a state when signals come from the modem to the computer i.e. Analog signals are converted into digital signals in order to be used by the computer.

DEModulation is a state when signals leave the computer to the modem i.e. Digital signals are converted into analog signals in order to pass through the air.

· Explain  how an Internal hard disk is an input and an output device
During the process of swapping, the computer hard disk acts as an input and an output device

Swap in:    Movement of data from the hard disk to the main memory.
Swap out: Movement of data from the main memory to the hard disk.
· Buffer memory: It is a temporally memory that contains data in transit from the I/O device towards the main memory. E.g. :
· When plugging a Flash disk on the computer, a message is displayed “Found New Hardware”
· Uncompleted printing process. (When papers are added in the paper tray, the process will continue)
· Cache memory: It is a memory used to store and to retrieve the mostly needed, opened operations by the user on the computer.
· Based on I/O management, establish the difference between hot plugging and plug and play devices.
1. Hot plugging devices are devices which when connected on the computer, they are automatically configured so that you can use them directly i.e. no need of drivers.
E.g. flash disks, CD, DVD, Telephone, standard Keyboard and mouse, etc.

2.    Plug and Play devices are devices which when connected on the computer, you must install its compatible drivers and you must configure them so as to work properly. E.g. Printer, scanner, etc

· Give and explain 3 types of memory access?

· Extended Memory Access

· Expanded Memory Access

· Direct Memory Access
· Extended Memory Access: When launching an application program, it starts to extend all of its components (tools)
· Expanded Memory Access: When installing a application program or an Operating System from you CD or DVD, it starts to expand its files so as it takes a big space on the disk than how it was at the initial.
· Direct Memory Access: When plugging a Flash disk on the computer, it is accessed directly. Also when inserting a CD or DVD in the CD or DVD ROM, you can open its contents directly without many requirements i.e. DMA is a way of accessing files or data stored on a disk directly.
· What are characteristics of a memory?

· Capacity

· Type (Primary: RAM, registers, cache memory.   Secondary: Hard disk, CD,DVD, memory card, etc)

· Speed (Read/Write)

· Form (depends on manufacturer)

· Non-volatility
· Give types of software:

· System software (Operating System)

· Applications software

· Development software and

· Utilities software

· After defining an alert , give 8 events where a computer can display an alert (warning)
· During an error

· When a Flash disk is plugged on the computer

· When your antivirus is out of date

· When the computer battery is low

· When your computer is connected to a network

· When no antivirus program installed on your computer

· The process of downloading a file is finished

· When the windows Firewall is turned off

· When a virus is detected by your antivirus

· When you are running on low disk space.

· Give some 5 functions of the O.S
1. Process management

2. Memory management

3. I/O devices management

4. Files management

5. Authorization management

6. Communication management

7. Applications program management

· Explain the following O.S concept
· Process: It is any operation which can be done by the computer
· System call: It is a call of the O.S to one of its processes to be executed
· Interruption: It consists of alerting the O.S each time a particular event is occurred so that the processor can be ready to deal with that situation or decides what to do.
DOS COMMANDS
DOS commands are divided into two parts: 

· Internal commands: Those commands are written inside the DOS shell in the prompt window. E.g.: edit, help, tree, date, cd, mkdir, exit, cls, etc
· External commands: Those commands are written (typed) outside the command prompt. They are type in the run dialog box. E.g. devmgmt.msc, format, dxdiag, regedit, msconfig, etc.
**************************************************************************************
1. Which known O.S used fixed partition
· DOS

· Windows 95

· Windows 9.11
2. What are kinds of data stored on ROM
· Basic instructions for booting the computer and loading the Operating System (BIOS data)
Note: ROM is sometimes called firmware. This is misleading because firmware is actually the software that is stored on ROM chip.  
3. What is the role of adapter cards?

· Adapter cards increase the functionality of the computer by adding controllers for specific devices or by replacing malfunctioning ports.
· They are used to expand and customize the capability of the computer.
1. NIC: connects a computer to a network using a network cable.
2. Sound adapter: provides audio capability
3. Video adapter: provides graphic capability
4. Modem adapter: connects a computer to the Internet using phone line

5. RAID adapter: connects multiple hard disk drives to a computer so as to provide redundancy and to improve the performance.

Computers have expansion slots on the computer motherboard to install adapter cards and note that the adapter card connector must match the expansion slot.
· The speed of a hard disk is measured in revolutions per minute (RPM).

· Optical drive is any storage device that uses lasers to read data on the optical media including CD’s and DVD’s.

· Magnetic drive is any storage device that uses magnet technology to read data on the magnetic media including hard disk.

· Those are some drive controller interface:

· IDE

· EIDE

· PATA

· SATA

· SCSI

· Video ports & connectors: 

· VGA

· DVI

· HDMI

· Component/RGB

Monitors & projectors
Monitors and projectors are primary output devices.

The most important difference between these monitor types is the technology used by them to create an image.
· CRT:  Cathode Ray Tube is the most commonly used monitor type on desktop computers.

· LCD: Liquid Crystal Display is mostly used in laptops and some projectors.

· DLP: Digital Light Processing is another technology used in projectors

· What is a monitor resolution? : Resolution of a monitor refers to the level of image detail that can be reproduced. 
There are several factors involved in monitor resolution:

1. Pixel: the term pixel is an abbreviation for Picture elements. Pixels are the tiny dots that comprise a screen. Each pixel consists of red, green, blue.

2. Dot pitch: dot pitch is the distance between pixels on the screen. A lower dot pitch number produces a better image.

3. Refresh rate: the refresh rate is how often per second the image is rebuilt. A higher refresh rate produces a better image and reduces the level of flicker.

4. Aspcet ratio: Aspect ratio is the horizontal to vertical measurement of the viewing area of a monitor.

5. Interlaced/Non-interlaced: Interlaced monitors create the image by scanning the screen two times. The first scan covers the odd lines, top to bottom and the second scan covers the even lines. 

Non-Interlaced monitors create the image by scanning the screen one line at a time from top to bottom. Most CRT monitors today are non-interlaced.

6. Horizontal vertical colors (HVC)

· Monitors have controls for adjusting the quality of the image:

1. Brightness: intensity of the image

2. Contrast: Ratio of light to dark

3. Position: Vertical & horizontal location of image on the screen

4. Reset: Returns the monitor settings to the factory settings.
*******************End of Operating System******************

Course Overview: Maintenance

1) What is a computer memory?

· It is a disk space where data can be stored.
2) Give two types of memory?
· Primary memory like RAM
· Secondary memory like Hard disk, Flash disk, memory card, etc

3) On which memory of the computer, the Operating system is stored?

· On computer Hard disk
4)  Give at least 4 types of printers?
· Ink Jet printer
· Laser Jet printer
· Dot matrix printer

· Daisywheel printer

5) Give 3 types of scanners?

· Flat bed scanner

· Pen scanner

· Drum scanner
6) Give and explain the main 2 types of mouse?
· Mechanical mouse: Which uses the movement of the ball in order to move the cursor in a needed direction

· Optical mouse: Which uses optical sensors to detect the LED emitted by the surface on which the mouse is held on in order to move the cursor in a needed direction
7) Give 3 main elements of a printer?
· Base (b)
· Emitter (e)

· Collector (c)
8) Give the main 3 parts of a CPU?
· ALU (Arithmetic and Logical Unit)

·  CU (Control Unit) and 

· CM (Central Memory)
9) Describes the characteristics of a memory?
· No volatility
· Accessibility

· Addressability

· Capacity

· Performance
10) What is the difference between graphic card and color card?

· Graphic card allows to display information on the screen whereas
· Color card allows to display in color through graphic card.
11) Give two types of computer screen?

· CRT (Cathode Ray Tube) and
· Flat Screen or (LCD):Liquid Crystal Display
12) What is the main factor for choosing the best computer screen?

· Screen resolution according to the pixels 
13) Briefly, differentiate digital transmission from analog transmission?
· Digital transmission: is a sending of information over physical communication in the form of digital signals whereas
· Analog transmission: is a sending of information over physical communication in the form of analog signals.
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14) With the use of illustration, draw and explain the functionality of the computer processor?
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Explanations: 
· Firstly, data are entered or inputted from the keyboard or from a disk then 

· Data are processed by the computer processor and becomes information
· After data processing, information are stored on a preferred memory
· Now, information is displayed on the screen.
15) With the use of illustration, draw and explain the main parts of the computer processor?

· ALU: Arithmetic and Logic Unit is the main part of the processor which performs all arithmetical and logical operations entered by the user.
· CU: Control Unit is another part of the processor which controls, manages and organizes how all user tasks will be processes one after another.

· CM: Cache Memory is the memory which stores and organizes all mostly tasks that are processed by the processor.
*****************************End of Maintenance*************************
Course Overview: Networking
1) What is a computer network?
· It is a set of computers that are connected one another using network equipments.
2) What is a MODEM?
· MODEM stands for MOdulation DEModulation: it is a network device that is able to convert analog signals into digital signals and vice versa.
3) Give and explain advantages and disadvantages of using a network compared to a standalone computer.
Some advantages
· A user can logon to a computer anywhere on the network and access their work files from the file server.
· Sharing printers, plotters, modems etc saves money and time

· Software can be shared amongst different users. 

· Communication across the network is cheap and fast
· Security - the Network Manager can allocate usernames and passwords to all users to try to prevent unauthorized access.
Some Disadvantages
1. Cables can be expensive to install and to replace.

2. A fault with the server will prevent the whole network from working. 
3. Security measures are needed to restricte access to the network. 
4.  WANs are vulnerable to hackers and viruses.
4) Describes the following types of network?
· LAN (local area network)   

•Local Area Network (LAN), which is usually a small network constrained to a small geographic area such as home, school, computer laboratory, office building, or closely positioned group of buildings.
· WAN (wide area network)   

•Metropolitan Area Network (MAN), which is used for medium size area. Examples: for a city and its surrounding or a state.
· MAN (Metropolitan Area Network).   

•Wide Area Network (WAN) that is usually a larger network that covers a large geographic area. It connects countries, continent even the whole world.
· Other Type

Wireless LANs and WANs: (WLAN & WWAN) are the wireless equivalent of the LAN and WAN. Using a communication channel that combines many types of media such as: 
Telephone lines, cables, and air waves.
5) What is a fiber optic cable?
· Fiber-optic cable is a networking medium capable of conducting modulated light

Transmission.
6) Give at least 4 equipments that can be used to create a computer network?
· Computers
· Network cables

· Network transmission media such as Switch, hub, router, bridge, etc
7) What are types of cables mostly used in computer networking?
· Twisted pair cables

· Fiber Optics cables
· Coaxial cables
8) What is the role of NIC?

· It is a card that allows computers to be connected to a network.
9) Give 6 advantages of using Fiber Optics cables in a network?
· They provide network security
· With fiber optic cables, there is no electrical noise and magnetic interferences
· They provide a long time of guarantee
· They are solid and there are not damaged easily
· There is no data loss

· It is easy to create a wireless connection
10) Give some disadvantages of fiber optic cables?
· They are more expensive
· They are difficult to manipulate
· They are used in a long distance network

· They can hurt a human body because of their sharpened cable ends

11) Give 6 advantages of twisted pair cables?
· They are not expensive
· They are easy to bend (manipulate)
· Easy to make-up

· They can be used in a short network
· They don’t require much knowledge in networking field as fiber optic cables

· They are mostly used in Cyber café and in different schools network
12) Give some disadvantages of twisted pair cables?
· They are not used for a long time compared to fiber optic cables
· They are more prone to electrical noise and magnetic interference
· They are not more secured as fiber optic cables

13) What is a network model?
· A network model is a common frame of reference for explaining Internet communications and developing communication protocols. 
· It separates the functions of protocols into manageable layers. Each layer performs a specific function in the process of communicating over a network.
14) Give the most popular used network models?
· OSI model
· TCP/IP model
15) Using a brief table, differentiate OSI model from TCP/IP model?

	OSI MODEL OVERVIEW
	TCP/IP MODEL OVERVIEW

	OSI model has 7 layers which are (Application, Presentation, Session, Transport, Network, Data link and Physical)
	TCP model has only 4 layers which are (Application, Transport, Internet and Network access)


16) Using a brief table, give the resemblances between OSI model from TCP/IP model?

	RESEMBLANCES BETWEEN OSI MODEL AND TCP/IP MODEL

	· The 3 upper layers of OSI model have the same functionality as the transport layer of TCP/IP model.

· The 2 lower layers of OSI model are the same as Network access layer of TCP/IP model
· Both OSI model and TCP/IP model are used in networking field


17) Using a diagram, show all OSI model and TCP/IP model layers?
OSI model layers                                    TCP/IP model layers
18) Briefly, give full description about all layers of TCP/IP model
	TCP/IP Model
	Description

	Application
	· Provides network services to user applications such as web browsers and e-mail programs.
· Where high-level protocols such as SMTP and FTP operate

	Transport
	· Provides end-to-end management of data
· Divide the data into manageable segments for easier transport across the network


	Internet
	· Provides connectivity between hosts in the network
· Where IP addressing and routing take place

	Network Access
	· Describes the standards that hosts use to access the physical media


19) Briefly, give full description about all layers of OSI model

	OSI model 
	Layers
	Description

	Application
	7
	Responsible for network services to user applications

	Presentation
	6
	Transforms data formats to provide a standard interface for the application layer

	Session
	5
	Establishes, manages and terminates the connections between the local and remote application

	Transport
	4
	Provides reliable transport and flow control across the network

	Network
	3
	Responsible for logical addressing and the domain of routing

	Data Link
	2
	Provides physical addressing and media access procedures

	Physical
	1
	Defines all the electrical and physical specifications for devices


20) What is a network topology?
· Network topology is the physical arrangement of computers in a network.
21) Give and explain two types of network topology?
· Physical topology: It is some different methods of computers arrangement in a network
· Logical topology: It is how data will be sent and exchanged between computers in a network
22) Give at least two examples of logical topology

· Token Ring topology and

·  FDDN topology i.e. FDDN (Fiber Data Distributed Network)
23) By using a diagram, give advantages of some physical topologies?
A bus topology connects each computer (node) to a single segment trunk (Backbone). 

· A ‘trunk’ is a communication line, typically coaxial cable that is referred to as the ‘bus.’  The signal travels from one end of the bus to the other. 
· A terminator is required at each end to absorb the signal so it does not reflect back across the bus. 
· The bus topology is passive. In other words, the computers on the bus simply ‘listen’ for a signal; they are not responsible for moving the signal along.
· A bus topology is normally implemented with coaxial cable.

	Advantages:


	Disadvantages:



	· Easy to implement and extend 

· Well suited for temporary networks that must be set up in a hurry 

· Typically the cheapest topology to implement 

· Failure of one station does not affect others 

· It is not expensive


	· Difficult to administrate/troubleshoot 

· Limited cable length and number of stations 

· A cable break can disable the entire network; no redundancy 

· Maintenance costs may be higher in the long run 

· Performance degrades as additional computers are added 




· Star topology:   
· All of the stations in a star topology are connected to a central unit called a MAU (Multistation Access Unit).
· The MAU offers a common connection for all stations on the network. Each station has its own direct cable connection to the MAU.
· The MAU can a Hub or a Switch.
· If a cable is cut, it only affects the computer that was attached to it. This eliminates the single point of failure problem associated with the bus topology. (Unless, of course, the hub itself goes down.)
· Star topologies are normally implemented using twisted pair cable, specifically unshielded twisted pair (UTP). The star topology is probably the most common form of network topology currently in use.

	Advantages
	Disadvantages

	· It is the common used network topology nowadays

· Each computer is independent itself

· If one computer is broken down, the others will continue to work

· Easy to share files between all computers

· Easy to implement
· Easy to add new stations 

· Easy to monitor and troubleshoot 

· Can accommodate different wiring 


	· Failure of hub cripples attached stations 

· More cable required (more expensive to wire a building for networking)




· Ring topology: A ring topology consists of a set of stations connected serially by cable. In other words, it’s a circle or ring of computers. There are no terminated ends to the cable; the signal travels around the circle in a clockwise (or anticlockwise) direction.
· Note that while this topology functions logically as ring, it is physically wired as a star. The central connector is not called a hub but a Multistation Access Unit or MAU. (Don’t confuse a Token Ring MAU with a ‘Media Adapter Unit’ which is actually a transceiver.)
· Under the ring concept, a signal is transferred sequentially via a "token" from one station to the next. When a station wants to transmit, it "grabs" the token, attaches data and an address to it, and then sends it around the ring. The token travels along the ring until it reaches the destination address. The receiving computer acknowledges receipt with a return message to the sender. The sender then releases the token for use by another computer.

· Each station on the ring has equal access but only one station can talk at a time.

· In contrast to the ‘passive’ topology of the bus, the ring employs an ‘active’ topology. Each station repeats or ’boosts’ the signal before passing it on to the next station.

· Rings are normally implemented using twisted pair or fiber-optic cable





	Advantages
	Disadvantages

	· Growth of system has minimal impact on performance 

· All stations have equal access 


	· Most expensive topology 

· Failure of one computer may impact others 

· Complex




· Mesh Topology: 
Also called mesh topology or a mesh network, mesh is a network topology in which devices are connected with many redundant interconnections between network nodes. In a true mesh topology every node has a connection to every other node in the network.

There are two types of mesh topologies: full mesh and partial mesh.
Partially mesh topology

[image: image15.png]



Partially mesh topology: is the type of network topology in which some of the nodes of the network are connected to more than one other node in the network with a point-to-point link.

This makes it possible to take advantage of some of the redundancy that is provided by a physical fully connected mesh topology without the expense and complexity required for a connection between every node in the network.

Note: In most practical networks that are based upon the partially connected mesh topology, all of the data that is transmitted between nodes in the network takes the shortest path between nodes, except in the case of a failure or break in one of the links, in which case the data takes an alternative path to the destination. This requires that the nodes of the network possess some type of logical 'routing' algorithm to determine the correct path to use at any particular time.
Full mesh topology

Full mesh topology occurs when every node has a circuit connecting it to every other node in a network.

 Full mesh is very expensive to implement but yields the greatest amount of redundancy, so in the event that one of those nodes fails, network traffic can be directed to any of the other nodes. Full mesh is usually reserved for backbone networks.



 

The number of connections in a full mesh = n(n - 1) / 2.

Note: The physical fully connected mesh topology is generally too costly and complex for practical networks, although the topology is used when there are only a small number of nodes to be interconnected.
	Advantages
	Disadvantages

	· The arrangement of the network nodes is such that it is possible to transmit data from one node to many other nodes at the same time.
· It takes a short to send data from one node to another
	· It leads to the redundancy of many of the network connections
· Difficult to implement

· Difficult to detect a broken down station 

· More cable required (more expensive to wire a building for networking)




· Tree Topology or Architecture topology:




                                                                                                                                              Printer

Backbone cable
                  Network Server

	Advantages
	Disadvantages

	· It is more secured

· Hardware sharing

· Easy network control

· Easy file sharing

· Easy to manage computers using server computer
	· It is more expensive

· Difficult to implement

· It requires many materials

· If the backbone cable is damaged, all devices in the network are not working properly.


24) What is a protocol?
· It is a set of rules that governing communication between computers in the network.
25) Give 5 main functions of the protocols?
· Identifying errors
· Compressing data
· Deciding how data will be sent
· Addressing data
· Deciding how to announce sent and received-data

26) What are the main functions of the following network and Internet protocols?
· TCP/IP: a suite of protocols used to transport data on the Internet.
· IRC     : (Internet Relay Chat): is a real-time Internet text messaging (chat) and synchronous conferencing.
· IMAP: Helps to access an e-mail from the local server. 
· Whois Obtains information about domain registration.
· HTTP  : It uses authentication and encryption to secure data as it travels between the client and web servers.
·  POP    : It is used to download e-mail messages from an e-mail server.
· SMTP  : -A protocol that provides messaging services over TCP.IP and 
·               - supports most Internet E-mail programs.
· FTP      : A protocol that provides services and manipulation.
· IP         : -Provides source and destination addressing
               -It provides packet forwarding information from one network to another
· ARP (Address Resolution Protocol): It used to obtain MAC address of a node on the network.
· ICMP (Internet Control Message Protocol):
 -It is used for network testing and troubleshooting
 -It enables diagnostic and error messages to be sent and received.
· UDP (User Datagram Protocol): -It offers a connectionless service for delivery of data.
                                                         -It uses lower overhead than TCP and doesn’t provide reliability

· RIP (Routing Information Protocol): Operates between router devices to discover paths between computers.
· An IP address is a logical address for a network adapter. The IP address uniquely identifies computers on a TCP/IP network.

· An IP address can be private - for use on a Local Area Network (LAN) - or public - for use on the Internet or other Wide Area Network (WAN).
27) Give and explain two classes of protocol?
· Connection Oriented Protocol (C.O.P): These protocols operate data transmission monitoring during a communication established between two machines. In other words, the destination machine sends a pre-established message to the recipient machine before sending data. Ex: TCP (Transmission Control Protocol) protocol.
· Connectionless or No-Connection Oriented Protocol (N.C.O.P): This is a communication method in which the destination machine sends data without warning the recipient machine and the recipient machine receives data without sending a delivery notification to the destination machine. Ex: UDP (User Datagram Protocol) protocol.
28)  What is the rule of local loopback address?
· It indicates the local host
· Loopback is a test mechanism of network adapters. 
· Network software and utilities can use 127.0.0.1 to access a local computer's TCP/IP network resources.
Typically all IP addresses in the range 127.0.0.1 - 127.255.255.255 are reserved for private use, but 127.0.0.1 is by convention the loopback address in almost all cases. Examples:
· 192.168.1.1 is an IP address normally used by Linksys broadband routers
· The IP address 192.168.0.1 is the default for certain home broadband routers, principally various D-Link and Netgear models.
29) What is an IP address?
· It is the unique identifier of a computer on the network
30) What is the main aim of dividing IP address into classes?
· It is to make the search for a computer on the network easier.
31) What is the importance of subnet mask in the network?
· The primary importance of a subnet mask is to enable the simple identification of the network associated to an IP address.
32) What are IP addressing configuration information assigned by the DHCP server?
· IP address
· Subnet Mask

· Default gateway
· Optional values, such as a Domain Name System (DNS) server address.
33) Briefly, explain the functionality of the DHCP server?
· A host sends a request to the DHCP  server
· The DHCP receives a request form that host

· The DHCP server selects IP address in the databases and assigns it to that host
· The DHCP  server leases the IP address for a specific period of time
34) What is DNS?
· Domain Name System is a technology of translating domain name such as www.google.com into IP address.
35) What Domain Name Resolution (Address resolution)?
· It is the correlation between the IP addresses and the domain name.
36) What is a proxy server?
· A proxy server is a machine which acts as an intermediate between the computers of a local area network and the Internet.
37) What is the operating principle of the proxy server?
· It is to analyze both Clients requests and server replies.
38) The proxy server has 3 main features, List and explains them?
· Caching

· Caching is the ability of proxy server to keep pages commonly visited by the users in the memory or in “Cache” so the y can provide them as quickly as possible.
A proxy server with ability to cache information is generally called a “Proxy-Cache-Server”.
The main importance of caching is to reduce the Internet Bandwidth use and to reduce Document loading time for users.

· Filtering
· This is a method used by the proxy server to creating logs for systematically analyze both clients requests and server replies.
· White listing is when filtering is done by comparing a client’s request to a list of authorized requests.

· Black listing is when filtering is done with a list of forbidden sites.
· Authentication

This is a method used by the proxy server to authenticate users, meaning to ask them to identify themselves such as with username and password before getting access to the Internet.
39) Using meaningful diagram, show the functionality of the proxy server?
                       

Internal Network                                     External Network

     Proxy
· The application will first connect to the proxy server and give it its request. The proxy server then connects to the server which the client application wants to connect to and sends that server the request. Next, the server gives its reply to the proxy, which then finally sends it to the application client.
40) What is a reverse-proxy-server?
It is used as an intermediary by the Internet users who want to access an internal website, by sending it requests indirectly.
41) What is the most widely used proxy? It is SQUID

42) Give at least 3 programs for setting up a local area network proxy server?
· Wingate
· Windows 2000

43) Define a router?

·  A router is a device for connecting computer networks to one another.
· It is used to for handling the routing of packets between two networks, or to determine the path that data packet shall take.
44) Give and differentiate two major types of routing protocols?
· Distance vector: Routers generate a routing table that calculates the “Cost” (In terms of the number of hops) of each route, then sends that table to nearby routers. Briefly, each time is connection request is made, the router chooses the least costly route.
· Link state: With this information, each router calculates the shortest pathway (In terms of time) to the neighboring router, and sends this information in the form of update packets.
45) Briefly, Explain the use of the following network tools:
· PING: Packet INternet Groper is a network tool used to diagnose network connectivity using commands of the type: ping name.of.the.machine
The PING command’s output is:

1. The IP address which corresponds to the name of the remote machine
2. The packet’s Time To Live (TTL) that shows the number of  routers which the packet passed through as it travelled between the two machines
3. The round-trip delay field corresponds to the length of time in milliseconds of a round trip between the source and the target machine. N.B: A packet must have a delay no more than 200ms.
4. The number of sent and lost packets
· Traceroute:
· It a network diagnostic tool used for determining which path a packet has taken.
· It can be used also to draw up a map of the routers found between a source machine and a target machine.
· The Traceroute command is different on each Operating System

In UNIX/LINUX systems, the Traceroute command is:

Traceroute name of the machine
In Windows systems, the Traceroute command is:
Tracert name of the machine

· Netstat:
· It is a tool for identifying which TCP connection are active on the machine where the command is run, listing all TCP and UDP ports that are opened.
· It is also used to retrieve statistics on a number of protocols (Ethernet, IPv4, TCP, UDP, ICMP and IPv6).
· Whois: It is a tool for querying information bases (called registries) regarding domain names and IP addresses.
It has two main purposes:

· Retrieve information on the owner of a domain name and the server associated with the domain
· Retrieving information on which a given range of IP addresses belongs to.

Command-line Whois are available for certain operating systems, including UNIX, Linux or MacOS X. in which the command syntax is as follow:  Whois domain_name or IP_address.
· Nslookup
Nslookup (Name System Lookup) 
· It is a tool for querying a domain name server in order to get information regarding a domain or a host, and diagnostic any configuration problems that may have arisen on the DNS. 
· It displays the name and IP address of the primary domain name server, as well as a command prompt for making queries.
· Ipconfig
IPconfig (Internet Protocol configuration) in Microsoft window is a console application that displays all current TCP/IP network configuration values and refreshes (DHCP) Dynamic Host Configuration Protocol and (DNS) Domain Name System settings.
46) What is an Intranet?
An Intranet is a set of Internet services inside a local area network.
47) Give some functions which are provided by an Intranet?
· Internet portal
· Video conference

· Discussion forum, distribution list
· Direct chat
· Files sharing

· Data exchange

· Electronic messaging 

· Staff roster

· Access to information
48) What is an extranet?
· An extranet is an extension of the information system of the company to its partners located outside of the network.
49) What is an ISP?
· ISP literally means Internet Service Provider: It is a service (most of the time paid for) which allows you to connect to the Internet.
50) Why do we use an ISP?
· Because an ISP is an intermediary (connected to the Internet by specialized lines) which gives you access to the Internet, using a number which you enter using your modem and which enables a connection to be established.
51) How does the ISP connect to the Internet?
· When you are connected to the Internet through your service provider, communication between you and the ISP is established using a simple protocol called PPP (Point to Point Protocol).
52) What is the main function of the PPP protocol?
· PPP protocol has ability for making two remote computers to communicate without having an IP address and without using any type of network cable.
53) Give at least 4 characteristics of PPP protocol?
· A telephone call
· Initialization of communication

· Verification of the username and 
· Verification of the password
54) List some criteria based on for choosing a good ISP?
· Cover distance
· Bandwidth
· Price
· Access
· Technical services
· Supplementary services

55) What is DSL (xDSL)?
· It stands for Digital Subscriber Line: It is a technology of digital transmission of information over a single telephone line.
56) What is the difference between SDSL and ADSL?

· SDSL (Symmetric DSL) transfer information at low speed whereas ADSL (Asymmetric DSL) transfer information with high speed both in downstream and upstream channel.
57) Give 5 uses where xDSL and ADSL technology is used?
· High speed Internet Access
· Video conference
· Interconnecting networks

· Teleworking
· Broadcasting of TV Programs
· Multimedia services
58) What is the main disadvantage of using coaxial cables?
· Unstable connection
59) Give at least 4 characteristics of DSL and ADSL technologies?
· The speed of transmission
· The maximum distance of transmission
· The variation in speed between upstream and downstream
· The symmetric or asymmetric character of the connection
60) Write in full words the following DSL technologies?
· HDSL: High bit rate DSL: It was the first DSL technology and was developed at the beginning of the 1990s.
· SDSL: Single pair DSL or Symmetric DSL: It is the forerunner to HDSL2 and it offers the same performance as HDSL but over a single twisted pair.
· ADSL: Asymmetric DSL: This technology was developed to receive television via the standard telephone network.
· It offers the transport of TV/ video in digital format (MPEG1 or MPEG2) using a telephone connection.
· It provides a telephone channel with analogue or ISDN connection
· An upstream channel with a maximum speed of 800Kbits/sec
· A downstream channel with a maximum speed of 8192 Kbits/sec
· RADSL: Rate Adapting DSL: It is a technology based on ADSL. Transmission is fixed automatically and dynamically by looking for the maximum possible speed on the connection line and continually readapting it without disconnecting.
· It should allow upstream speed of 128 kbps to 1Mbps and downstream of 600 kbps to 7Mbps, for a maximum distance of 5.4 km.
· RADSL uses DMT modulation (as it is the most case for DSL)
· It is in the process of being standardized by ANSI
· VDSL: Very high bit rate DSL: It is the fastest of the DSL technologies and is based on RADSL.
· VDSL was mainly developed for the transport of ATM (Asynchronous Transfer Mode) at high speed over a short distance (up to 1.5 km). 
61) Define the following DSL technologies terms
· CAP       : Carrierless Amplitude and Phase modulation 
· DMT      : Discrete Multi Tone
· DWMT  : Discrete Wavelet Multi Tone
· SLC        : Simple Line Code
62) Give and differentiate two types of network architecture?
· Peer to Peer (P2P) network architecture and
· Client/server network architecture
· Their difference is that about Peer to Peer network architecture: each computer which is in the network is independent i.e. there is no any central computer whereas in Client/Server network architecture: there is a central computer which control access to the data for other computers which are in the network.
63) Using illustrations, show P2P and Client/Server network architecture.

Peer to Peer network: 



	Advantages
	Disadvantages

	· Easy to implement

· It requires few materials

· Easy to share information

· Easy to access data

· It is not expensive
	· Each computer is independent

· No network security

· Difficult to control all network computers

· Access is not limited

· No central computer to control others

· Difficult to detect a broken down computer

· Difficult to manage computer users




Client/Server network: 



	Advantages
	Disadvantages

	· Improved security
· There is a central computer which provides access and services to others
· Easy hardware sharing
· Access is limited
· Centralized resources
· Sever level administration
· Scalable network
· It is a logical network system

· It the mostly used network architecture
· Easy to control all network computers
· Easy to detect a broken down computer
· Applications sharing
· Easy maintenance
· Files sharing

· Easy users control

· Network monitoring
	· Increased cost (It is expensive)
· It requires many materials

· Difficult to implement
· If the server is failed, the whole the network will not work.


64) Briefly, give the difference between a client from a server computer?
· A client: is a computer that requests services  to the server whereas
· A server: is a computer that provides access and services to the client computer
65) Briefly, explain how client/server system works?
· The client sends a request to the server using its IP address and the port which is reserved for a particular service running on the server.
· The server receives the request and provides the response using the client IP address and port.
66) Define the following network devices?
· Repeater: 
· A repeater is a network device that receives a signal, cleans it of unnecessary noise, and regenerates it. 
· It retransmits it at a higher power level, or to the other side of an obstruction, so that the signal can cover longer distances without degradation.
· Bridge: 
· A network bridge connects multiple network segments at the data link layer (layer 2) of the OSI model.
· It learns which MAC addresses are reachable through specific ports.
Bridges come in three basic types:

· Local bridges: Directly connect LANs

· Remote bridges: Can be used to create a wide area network (WAN) link between LANs. Remote bridges, where the connecting link is slower than the end networks, largely have been replaced with routers.

· Wireless bridges: Can be used to join LANs or connect remote stations to LANs.

· Switch: A network switch is a device that forwards and filters OSI layer 2 data between ports (connected cables) based on the MAC addresses in the packets.
· Router: It is an internetworking device that forwards packets between networks by processing information found in the data gram or packet (Internet protocol information from Layer 3 of the O S I Model).
· Firewall: A firewall is an important aspect of a network with respect to security
· It typically rejects access requests from unsafe sources while allowing actions from recognized ones.
· In the cyber, Firewall plays the role of stealing/corrupting data, planting viruses from the attacked viruses
67) Define the OSI Model?
· OSI is a standard reference model for how network data is transmitted between any two points in a computer network.
68) What is cryptography in networking?
· Cryptography is “The science of protecting data” & Network Security “keeping information private and Secure from unauthorized users”.
69)  List at least 5 families of protocols?
Protocols are divided into the following families:

· OSI model

· SNA (Systems Network Architecture) of IBM Company.

· DECnet architecture of DIGITAL EQUIPMENT COMPUTER Company for the establishment of DNA (Digital Network Architecture) for the local networks ETHERNET or extended networks MAN. The recent version is DECnet phase V. 

· NetWare architecture for NOVELL society

· AppleTalk architecture APPLE COMPUTER Company.

· Internet model TCP/IP 

70) What is the main role of the protocols?
· They insure that data is sent and received in proper format to the destination.
71) List and differentiate two versions of IP addresses?

· IPv4 and IPv6

An IPv4 address consists of four bytes (32 bits). These bytes are also known as octets. Octets can take any value between 0 and 255 and can possess a total number of 4,294,967,296 possible IP addresses.
Whereas IPv6 addresses are 16 bytes (128 bits) long rather than four bytes (32 bits). This larger size means that IPv6 supports more than

300,000,000,000,000,000,000,000,000,000,000,000,000possible addresses!
72) Give and explain 3types of communication channels (Types of communication)?
· Simplex: It is communication that occurs in one direction only.
· According to ANSI definition, a simplex circuit is one where all signals can flow in only one direction. These systems are often employed in broadcast networks where the receivers do not need to send only data back to the transmitter/broadcaster.
Examples: 
· Commercial radio broadcast (not walkie-talkies, etc)
· Television broadcast
· Mouse to CPU communication

· Internet multicast

· One way communication from a launcher to a guide missile, where the launcher (Airplane, ship) sends commands to the missile but does not receive any information sent back.                                                               
                                                                       Listener
· Radio station antenna: Two or more than two persons can’t phone at one radio station and be accepted at the same time, i.e. others must wait the one whose call was accepted.

                                               Persons (Audiences)                  Radio Station
                                                                                                                      C
· Full – duplex or Duplex: This is a communication system composed of two connected parties or devices that can communicate with one another in both directions simultaneously.
A good example of a full duplex is a telephone because the people at both ends of a telephone call can speak at the same time. Duplex systems are employed in many communication networks, either to allow for a communication “Two-way-street” between two connected parties or to provide a “reverse path” for the monitoring and remote adjustment of equipment in the field.
                                                   Line 1                                Line 2
· Half-duplex: A half duplex (HDX) system provides communication in both directions but only one at a time (not simultaneously). This system is sometimes used by some persons on their phone so as to block all incoming calls (No one allowed to call you) or all outcoming calls (No one you are allowed to call).
Typically: Once one begins receiving a signal, it must wait for the transmitter to stop transmitting before replying. 

      Line1                               Line2                   Line1                                Line2
                                                                  Or  
Good example of half duplex system is:

· The military phone where when a certain problem is occurred, while one of them is speaking, others must wait him/her and the reply or questions come after.
73) Explain the following protocols

· RARP: Reverse Address Resolution Protocol: It is an obsolete computer networking protocol used by a host to request its Internet Protocol (IPv4) address from an administrative host.
· TFTP: Trivial File Transfer Protocol: It is a file transfer protocol used for automated transfer of configuration or boot files between machines in a local environment.
· Compared to FTP, TFTP is extremely limited
· It provides no authentication
· It is rarely used interactively by a user
· It is used to transfer small amounts of data between hosts on a network.

· IPX:    Internetwork Packet eXchange: It is the OSI model network layer protocol in the              IPX/SPX protocol stack.
· It is a network protocol used by the Novell Network Operating Systems
· Like UDP/IP, IPX is a datagram protocol used for connectionless communication.
· OSPF: Open Shortest Path First: It is an adaptive routing protocol for Internet Protocol (IP) networks.
·    It is the most widely used Interior Gateway Protocol (IGP) in large enterprises.
· BGP:  Border Gateway Protocol (BGP)
· SNMP: Simple Network Management Protocol
· CSMA/CD: Carrier Sense Multiple Access with Collision Detection
******************************************************************************************

Networking additionals
Switches & Hubs
· The maximum speed of the network is determined by the speed of hub or switch
A hub is a network device used to share data between multiple devices on a section of the network
Disadvantages of Hubs are:

· Hubs are used less often today because of the effectiveness and low cost of switches
· Hubs do not segment network traffic
· Hubs do not filter data
· Hubs decrease the amount of available bandwidth to any device.
Advantages of Hubs are:

· It regenerates data that pass through it
· Hub can extend the reach of a network because rebuilding the signals.
· It decreases network signals loss.
· Switches have replaced hubs as the central point of connectivity.
Advantages of Switches are:

· Switches filter and segment network traffic
· It provides higher dedicated bandwidth to each device on the network
· Switch maintaining a switching table. The switching table contains a list of all MAC addresses on the network and a list of which switch port can be used to reach a device with a given MAC address.
So the main difference between a switch and a hub is that a switch sends data with precision based on MAC address but a hub doesn’t.
· Router:  It is a network device used to connect networks together. On a corporate network, one router port connects to the WAN connection and the other ports connect to the corporate LAN’s.
· The router becomes the gateway or path to the outside. For the LAN in a home network, the router connects the computers and network devices in the home to the Internet. In this case a router in a home gateway.
· There 3 main considerations for an Internet connection:

1. Connection speed

2. Connection reliability
3. Connection availability 
· What is the difference between connection and network?
· A connection is a set of devices which are connected one another.
· A network is a communication between connected devices
Tips: Two or many devices can be connected but without a network between them
          A network is established only when there is a connection between devices.
Printers
· Printers are output devices that create hard copies of the files.

There many types of printers including: 
1. Daisy wheel printers
2. Dot Matrix printers
3. Ink Jet printers
4. Laser Jet printers
· What are considerations (criteria) when selecting  a printer:
1. Capacity and speed: Ink Jet printers are usually slower but they may be adequate for a home and small office.

            The speed of a printer is measured in pages per minutes (ppm). The speed of an Ink Jet printer 2-6 ppm while the speed of a laser jet printer is 8-200 ppm.
2. Color or Black and white
3. Quality: The quality of a printer is measured in dots per inch (dpi). The more dpi, the higher resolution. When the resolution is higher, text and images are usually clearer.
To produce the best high-resolution images, you should use both high quality ink or toner and high    quality paper.

4. Reliability: including warrant, scheduled servicing and mean time between failures (MTBF), there is an average length of time that the printer will work without failing.
5. Total cost of ownership. 
· Printer ports:
1. Serial port: Dot matrix printer
2. Parallel port: Faster than serial port
3. SCSII: It uses parallel communication technology to achieve high data transfer rate
4. USB
5. Fire wire:  also known as i LINK or IEEE 1394.
********************************End of Networking************************************
Operating System Additionals
· User Interface:  It is the interface used by the O.S to enable the user to interact with software and hardware.

They are main different user interfaces including: 
1. Command Line Interface (CLI): the user types commands in the DOS prompt. 
2. Graphical User Interface (GUI): the user interacts with menus and icons
3. System Call Interface (SCI): It is an interface used by the user to run or execute one of the O.S components.
4. Job Control Interface (JCI): It is mostly by web servers, companies and enterprises to provide interface to the users.
· API (Application Programming Interface): Is a set of guidelines used by the programmers to ensure that the applications they are developing is compatible with an O.S here are two examples of API’s:
1. Open Graphics Library (Open GL):  Cross platform standard specification for multimedia graphics.
2. Direct X: Collection of API’s related to multimedia tasks for Microsoft windows.
· Multi-User: Two or more users can work with programs and share peripheral devices, such as printers at the same time.
· Multi-Tasking: The computer is capable of operating multiple tasks (operations) at the same time.
· Multi-Processing: The computer can have two or more CPU’s that programs share.
· Multi –Threading:  A program can be broken down into small parts that can be loaded as needed by the Operating System. Multi threading allows individual programs to be multi-tasked.
As conclusion, Almost all the modern Operating Systems are multi-user and multi-tasking and they support multi-processing and multi-threading. 
Modes of Operating System
· All modern CPU can run in different modes of operation. The mode of operation refers to the capability of the CPU and the Operating environment.

· The mode of operation determines how the CPU will manage applications and memory allocation. The 4 common modes of operation are:
1. Real mode
2. Protected mode

3. Virtual real mode and

4. Compatible mode
                                                                                   Real mode
A CPU that operates in real mode can only execute one program at a time. It is only used by DOS and DOS applications or by 16 bits operating systems, such as windows 3.x.
 In real mode, when an application creates an error, the entire computer can be affected because the program has direct access to the memory. This can cause the computer to stop responding, restart, or shutdown due to corruption of the memory space.
Briefly, it is a chart of some common DOS commands that can still be used in modern Operating System, such as Windows XP.
Protected mode
A CPU that operates in protected mode has access to all of the memory in the computer, including the virtual memory. Virtual memory is a hard disk space used to emulate RAM. Operating Systems that use protected mode can manage multiple programs simultaneously. Protected mode is used by 32 bits O.S such as Windows XP; Windows 2000, in protected mode, applications are protected from using the memory reserved for another application that is currently running.
Virtual real mode
A CPU that operates in virtual real mode allows a real mode application to run within a protected mode Operating System. This can be demonstrated when a DOS application runs in a 32 bits Operating System, such as Windows XP, Windows 7, etc.
Compatible mode
Compatible or compatibility mode creates the environment of an earlier Operating System for applications that are not compatible with the current Operating System. As an example: An application that checks the version of the Operating System may be written for Windows NT and require a particular Service Park.
Compatibility mode can create the proper environment or version of the O.S to allow the application to run as if it is in the intended environment.
Types of the Operating Systems
· There are 2 types of the Operating Systems: 
1. Desktop Operating System

2. Network Operating System
· Desktop Operating Systems are intended to be used in small offices and for personal use.
· Network Operating Systems was designed for a corporate environment for serving multiple users with a wide range of needs.
· Desktop O.S have the following  characteristics:
1.      Support a single user
2.      Run single user applications
3.      Shares files and folders on a small network with limited security
E.g. Windows XP, Windows 7, Windows Vista 

· Network O.S have the following  characteristics:

1.      Support multiple users
2.      Run multiple (multi-user) applications

3.      They are robust and redundant
4.      Provide increased security compared to the Desktop Operating Systems.
E.g. Windows Server 2003, Windows Server 2007, Novell Netware, LINUX (Red Hat, Caldera, SuSE) and UNIX
Note: Windows Server Operating Systems use a central data base called “Active Directory” to manage network resources.
******************************************************************************************Disk Formatting
· Disk formatting is the process of preparing the hard disk or flexible disk medium for data storage.
In many cases, the formatting operation may also create one or more new file systems. There are two types of hard disk formatting:
1. Low Level Formatting: It is the formatting process that performs basic medium preparation.
2. High Level Formatting: Refers to the process of generating a new file system. (E.g. Microsoft Windows)
The above two types of hard disk formatting are combined together and the term “Format” is understood to mean an operation in which a new disk medium is fully prepared to store files.
Advantages and disadvantages of a network  

Advantages and disadvantages of using a network compared to a standalone computer

Some Advantages 

· A user can logon to a computer anywhere on the network and access their work files from the file server 

· Computers can be managed centrally - with the same software installed on each one

· Time - it is much faster to install an application once on a network - and copy it across the network to every workstation

· Sharing printers, plotters, modems etc saves money and time

· Security - the Network Manager can allocate usernames and passwords to all users to try to prevent unauthorized access

· It is easy and convenient to monitor users - for example websites visited or documents printed - this can be done using software running on the server.
· Peripherals such as printers can be shared amongst many different users. 

·  Terminals are cheaper than standalone PCs. 

·  Software can be shared amongst different users. 

·  Communication across the network is cheap and fast.

Some Disadvantages

· Cabling can be expensive to install and replace. 
· A fault with the server will prevent the whole network from working. 

· Security mesures are needed to restrict access to the network. 

· WANs are vulnerable to hackers and viruses.

· If something goes wrong with the file server the whole network is unable to operate

· The technical skills needed to manage a network are much higher than working on a stand-alone computer.
· It would take a long time to install software applications on each computer - one at a time!

· It can be frustrating to print to a printer in another room - and then find after a long trek - that there is no paper in the printer!

· Users may use too much bandwidth - for example when listening to music files or watching video clips - preventing others from using the network facilities properly.
Main dates in Networking fields
· 1980s: OSI (open system interconnection) reference model

· 1980-85: Standardization of LANs (Ethernet, token ring, FDDI)

· 1992: WWW by Tim Berners-Lee (CERN) is released; gives a GUI to the Internet

· 1999: Gigabit Ethernet starts, simplicity wins 

· 1980s early: First PC

Describe the facilities of the Network   
· To share the files   

· To share information 

· To share Printer  
· To communicate (Sending and Receiving of the messages).   

Describe the Types of networks   

LAN (local area network)   

•Local area network (LAN), which is usually a small network constrained to a smallgeographic area such as home, school, computer laboratory, office building, or closely positioned group of buildings.

MAN (Metropolitan Area Network)   

•Metropolitan area network (MAN), which is used for medium size area. Examples for a city and its surrounding or a state.

III.3 WAN (wide area network)   

•Wide area network (WAN) that is usually a larger network that covers a large geographic area. It connects countries, continent even the whole world.

Other Type
•Wireless LANs and WANs(WLAN & WWAN) are the wireless equivalent of the  LAN and WAN. Using a communication channel that combines many types of media such as telephone lines, cables, and air waves.
Information transport means and network cables making
Network media is the actual path over which an electrical signal travels as it moves from

one component to another. 
Means used to transport information fall into two main categories: wired means which uses cables and hertzian means or wireless which don’t use cables.

Wired means

Wired means use Ethernet cables and network adapters. This allows connecting two computers using an Ethernet crossover cable. It may also require a central device like hub, switch or router to accommodate more computers. 

Types of cables
Other types of cables used for LANs include coaxial cables and fiber optic cables. 

Optical Support (Fiber Optic cable)

· Many extremely thin strands of glass or plastic bound together in a sheathing which transmits signals with light beams

· Can be used for voice, data, and video 

That technology uses glass (or plastic) threads (fibers) to transmit data. A fiber optic cable consists of a bundle of glass threads, each of which is capable of transmitting messages modulated onto light waves. 

Fiber optics has several advantages over traditional metal communications lines: 

· Fiber optic cables have a much greater bandwidth than metal cables. This means that they can carry more data

· Fiber optic cables are less susceptible than metal cables to interference

· Fiber optic cables are much thinner and lighter than metal wires

· Data can be transmitted digitally (the natural form for computer data) rather than analogically.

The main disadvantage of fiber optics is that the cables are expensive to install. In addition, they are more fragile than wire and are difficult to split. 

Fiber optics is a particularly popular technology for local-area networks. In addition, telephone companies are steadily replacing traditional telephone lines with fiber optic cables. In the future, almost all communications will employ fiber optics.
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Fiber-optic cable is a networking medium capable of conducting modulated light

Transmission.

Fiber Types

Two types of fiber-optic cable exist:

• Single-mode—Single-mode fiber cable allows only one mode (or wavelength) of light to propagate through the fiber. It is capable of higher bandwidth and greater distances than multimode, and it is often used for campus backbones. This type of fiber uses lasers as the light-generating method. Single-mode cable is much more expensive than multimode cable. Its maximum cable length is more than 10 km.

• Multimode—Multimode fiber cable allows multiple modes of light to propagate through the fiber. It is often used for workgroup applications and intrabuilding applications such as risers. It uses light-emitting diodes (LEDs) as a light-generating device. The maximum cable length is 2 km.
Fiber construction
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The light-guiding parts of an optical fiber are called the core and the cladding. The core is usually very pure glass with a high index of refraction. When a cladding layer of glass or plastic with a low index of refraction surrounds the core glass, light can be trapped in the fiber core.

This process is called total internal reflection. It allows the optical fiber to act like a light pipe, guiding light for tremendous distances, even around bends.
Fiber optic connector
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Compared to other networking media, it is more expensive. However, it is not susceptible to EMI, and it is capable of higher data rates than any of the other types of networking media discussed in this chapter. Fiber-optic cable does not carry electrical impulses as other forms of networking media that use copper wire do. Instead, signals that represent bits are converted into beams of light.

The following summarizes the features of ﬁber-optic cables:

Speed and throughput—More than 1 Gbps

Average cost per node—Expensive

Media and connector size—Small

Maximum cable length—More than 10 km for single mode; up to 2 km for multimode

V.1.2 Copper (UTP-STP)
Twisted-pair cable is a type of cabling that is used for telephone communications and most modern Ethernet networks. It consists of two independently insulated wires twisted around one another. One wire carries the signal while the other wire is grounded and absorbs signal interference. The pair forms a circuit that can transmit data. The fact of being twisted provide protection against crosstalk, the noise generated by adjacent pairs.

When electrical current flows through a wire, it creates a small, circular magnetic field around the wire. When two wires in an electrical circuit are placed close together, their magnetic fields are the exact opposite of each other. Thus, the two magnetic fields cancel each other out. They also cancel out any outside magnetic fields. Twisting the wires can enhance this cancellation effect. Using cancellation together with twisting the wires, cable designers can effectively provide self-shielding for wire pairs within the network media.
Two basic types of twisted-pair cable exist: unshielded twisted pair (UTP) and shielded twisted pair (STP).
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a. UTP Cable (Unshielded Twisted Pair)

Wires in each pair are twisted around each other.
[image: image20.emf]
UTP cable is a four-pair wire medium used in a variety of networks. It consists of copper wire that have been twisted into matching pair. The individual pair is not protected with additional protection from interference. Each copper wire is insulated, and the group of twisted pair have a sheathing holding them together, but no additional insulation is provided.

UTP cable often is installed using a Registered Jack 45 (RJ-45) connector. The

RJ-45 is an eight-wire connector used commonly to connect computers onto a local-area network (LAN), especially Ethernets.
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The following summarizes the features of UTP cable:

Speed and throughput—10 to 1000 Mbps

Average cost per node—Least expensive

Media and connector size—Small

Maximum cable length—100 m (short)

· Commonly used types(or categories) of UTP cabling are as follows:

Category 1—Used for telephone communications. Not suitable for transmitting data.

Category 2—Capable of transmitting data at speeds up to 4 megabits per second (Mbps).

Category 3—Used in 10BASE-T networks. Can transmit data at speeds up to 10 Mbps.

Category 4—Used in Token Ring networks. Can transmit data at speeds up to 16 Mbps.

Category 5—Can transmit data at speeds up to 100 Mbps.

Category 5e —Used in networks running at speeds up to 1000 Mbps (1 gigabit per second [Gbps]).

Category 6—Typically, Category 6 cable consists of four pairs of 24 American Wire

Gauge (AWG) copper wires. Category 6 cable is currently the fastest standard for UTP.

b. STP Cable (Shielded Twisted Pair)

Shielded twisted-pair (STP) cable combines the techniques of shielding, cancellation, and wire twisting. Each pair of wires is wrapped in a metallic foil. The four pairs of wires then are wrapped in an overall metallic braid or foil, usually 150-ohm cable.

STP usually is installed with STP data connector, which is created especially for the STP cable. However, STP cabling also can use the same RJ connectors that UTP uses.
[image: image22.emf]
STP is a type of copper telephone wiring in which each of the two copper together are coated with an insulating coating that functions as a ground for the wires. The extra covering in shielded twisted pair wiring protects the transmission line from electromagnetic interference leaking into to out of the cable.

STP cable combines the techniques of shielding, cancellation, and wire twisting.

The following summarizes the features of STP cable:

Speed and throughput—10 to 100 Mbps

Average cost per node—Moderately expensive

Media and connector size—Medium to large

Maximum cable length—100 m (short)

When comparing UTP and STP, keep the following points in mind:

· The speed of both types of cable is usually satisfactory for local-area distances.

· These are the least-expensive media for data communication. UTP is less expensive than STP.

· Because most buildings are already wired with UTP, many transmission standards areadapted to use it, to avoid costly rewiring with an alternative cable type.

c. FTP(Foil screened twisted pair cable)

FTP is a cable containing multiple pairs of copper wire enclosed in a sheath of alminium foil. It is use d in wiring systems in buildings or other environments where heavy noise adjacent to the wire might cause interference. The foil provides insulation not afforded by UTP. Its disadvantage is that it requires more care in earthing (grounding) than UTP and electrical impedances must be matched when connecting to UTP.

Straight and crossover

a. Straight cable

Straight cable is used to connect different type of devices.

-  Computer to switch/hub

- Computer to a cable/DSL modem’s LAN port.

- Router’s WAN port to a cable/DSL 

-Modem’s LAN port to a switch/hub’s uplink port (To expand network). 

- Connect two switches/hubs with one of the switch/hub using an uplink port and the other one using normal port.

Straight cable making
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b. Crossover cable

A crossover cable is used to connect computing devices together directly. It is a cable to connect two devices of the same type: two host or two switches to each other.

Crossover cable making
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Console cable
A console cable is a cable which is used to configure a router and its is connect to the console port. 
Serial cable
A Serial cable is a cable which is connected to the serial/COM port on the computer.

Coaxial

· A coaxial cable or coax, is a cable which consists of an inner conductor wire surrounded by insulation, called the dielectric.

· The dielectric is surrounded by a conductive shield, which is surrounded by a non-conductive jacket. Coaxial cable has better data transmission rate than twisted pair

Coaxial cabling is the primary type of cabling used by the cable television industry and is also widely used for computer networks. 

Although more expensive than standard telephone wire, it is much less susceptible to interference and can carry much more data.

Note: The shield minimizes electrical and radio frequency interference. 
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It consists of a hollow outer cylindrical conductor that surrounds a single

inner wire conductor.
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Categories of coaxial cables

	Category
	Use

	RG-59
	Cable TV

	RG-58
	Thin Ethernet

	RG-11
	Thick Ethernet


BNC
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The following summarizes the features of coaxial cables:

Speed and throughput—10 to 100 Mbps

Average cost per node—Inexpensive

Media and connector size—Medium

Maximum cable length—500 m (medium)

comparisons of the features of the common network media
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Hertian support (Wireless)

Wireless methods do not use electrical (cables) or optical (fiber optics) conductors. It uses the earth’s electromagnetic frequency spectrum. There are three main types of wireless media: radio wave, microwave, and infrared.

Wireless signals are electromagnetic waves that can travel through the vacuum of outer

space and through a medium such as air.
Wireless communication uses radio frequencies (RF) or infrared (IR) waves to transmit data between devices on a LAN. For wireless LANs, a key component is the wireless hub, or access point, used for signal distribution.

To receive the signals from the access point, a PC or laptop must install a wireless adapter card (wireless NIC).

Some common applications of wireless data communication include the following:

• Accessing the Internet using a cellular phone

• Establishing a home or business Internet connection over satellite

• Beaming data between two hand-held computing devices

• Using a wireless keyboard and mouse for the PC. 

Advantages and disadvantages of wireless LAN

Benefits of Wireless LAN

The popularity of wireless LANs is a testament primarily to their convenience, cost efficiency, and ease of integration with other networks and network components. The majority of computers sold to consumers today come pre-equipped with all necessary wireless LAN technology.

The benefits of wireless LANs include:
· Convenience - The wireless nature of such networks allows users to access network resources from nearly any convenient location within their primary networking environment (home or office). With the increasing saturation of laptop-style computers, this is particularly relevant.

· Mobility - With the emergence of public wireless networks, users can access the internet even outside their normal work environment. Most chain coffee shops, for example, offer their customers a wireless connection to the internet at little or no cost.

· Productivity - Users connected to a wireless network can maintain a nearly constant affiliation with their desired network as they move from place to place. For a business, this implies that an employee can potentially be more productive as his or her work can be accomplished from any convenient location.

· Deployment - Initial setup of an infrastructure-based wireless network requires little more than a single access point. Wired networks, on the other hand, have the additional cost and complexity of actual physical cables being run to numerous locations (which can even be impossible for hard-to-reach locations within a building).

· Expandability - Wireless networks can serve a suddenly-increased number of clients with the existing equipment. In a wired network, additional clients would require additional wiring.

· Cost - Wireless networking hardware is at worst a modest increase from wired counterparts. This potentially increased cost is almost always more than outweighed by the savings in cost and labor associated to running physical cables. Wi-Fi chipset pricing continues to come down, making Wi-Fi a very economical networking option and driving inclusion of Wi-Fi in an ever-widening array of devices.

Disadvantages of Wireless LAN

Wireless LAN technology, while replete with the conveniences and advantages described above, has its share of downfalls. For a given networking situation, wireless LANs may not be desirable for a number of reasons. Most of these have to do with the inherent limitations of the technology.

· Security - Wireless LAN transceivers are designed to serve computers throughout a structure with uninterrupted service using radio frequencies. Because of space and cost, the "antennas" typically present on wireless networking cards in the end computers are generally relatively poor. In order to properly receive signals using such limited antennas throughout even a modest area, the wireless LAN transceiver utilizes a fairly considerable amount of power. What this means is that not only can the wireless packets be intercepted by a nearby adversary's poorly-equipped computer, but more importantly, a user willing to spend a small amount of money on a good quality antenna can pick up packets at a remarkable distance; perhaps hundreds of times the radius as the typical user. In fact, there are even computer users dedicated to locating and sometimes even hacking into wireless networks, known as wardrivers. On a wired network, any adversary would first have to overcome the physical limitation of tapping into the actual wires, but this is not an issue with wireless packets. To combat this consideration, wireless network users usually choose to utilize various encryption technologies available such as WPA. Some of the older encryption methods, such as WEP, are known to have weaknesses that a dedicated adversary can compromise.
· Range - The typical range of a common 802.11g network with standard equipment is on the order of tens of meters. While sufficient for a typical home, it will be insufficient in a larger structure. Range varies with frequency band, as Wi-Fi is no exception to the physics of radio wave propagation. To obtain additional range, repeaters or additional access points will have to be purchased. Costs for these items can add up quickly. Other technologies are in the development phase, however, which feature increased range, hoping to render this disadvantage irrelevant.

· Reliability - Like any radio frequency transmission, wireless networking signals are subject to a wide variety of interference, as well as complex propagation effects (such as multipath, or especially in this case Rician fading) that are beyond the control of the network administrator. In the case of typical networks, modulation is achieved by complicated forms of phase-shift keying (PSK) or quadrature amplitude modulation (QAM), making interference and propagation effects all the more disturbing. As a result, important network resources such as servers are rarely connected wirelessly. Also, many 2.4 GHz 802.11b and 802.11g Access points default to the same channel, contributing to congestion on certain channels.
· Speed - The speed on most wireless networks (typically 1-108 Mbps) is reasonably slow compared to the slowest common wired networks (100Mbit/s up to several Gbit/s). There are also performance issues caused by TCP and its built-in congestion avoidance. For most users, however, this observation is irrelevant since the speed bottleneck is not in the wireless routing but rather in the outside network connectivity itself. For example, the maximum ADSL throughput (usually 8Mbit/s or less) offered by telecommunications companies to general-purpose customers is already far slower than the slowest wireless network to which it is typically connected. That is to say, in most environments, a wireless network running at its slowest speed is still faster than the internet connection serving it in the first place. However, in specialized environments, the throughput of a wired network might be necessary. Newer standards such as 802.11n are addressing this limitation and will support peak throughputs in the range of 100-200 Mbit/s.

· Energy - Power consumption is fairly high compared to some other standards, making battery life and heat a concern.

LAN (Infrared, Bluetooth, Wifi, Line of sight)

Wireless LANs – Wireless local area network use a high-frequency radio technology similar to digital cellular and a low-frequency radio technology. Wireless LANs use spread spectrum technology to enable communication between multiple devices in a limited area. An example of open-standards wireless radio-wave technology is IEEE 802.11.

Infrared

Infrared signals are used for short-range wireless communication in a closed area (not more than 10 meters) using line-of-sight propagation. The line-of-sight propagation limits the physical positioning of communicating devices. This technology is used to connect various computing devices such as handheld computers. They can transfer files and other digital data bidirectional. Computer infrared adapters both transmit and receive data through ports on the rear or side of a device.

Unlike WIFI and Bluetooth technologies, infrared network signals cannot penetrate walls or other obstructions and work only in the direct line of sight.

Working Principle

An infrared connection is communication between an infrared receiver and emitter. The infrared emitter sends pulses of infrared light to the receiver. Infrared light is used because it has less problems with interference than other types of light in the visible spectrum. Usually, there are only two devices in the connection, but the system still needs a computer name and a common protocol. The computer name is needed in case there are multiple devices in the range of the connection. This way, the right devices can be selected for the connection. The use of the protocol has to be explained with the way the devices recognize the infrared signal. A chip inside the device analyses the infrared pulses that come in to detect any patterns. If a pattern is recognized, the appropriate action is executed. In computing devices, these patterns are binary codes. If the infrared light of the emitter is activated, it is sending a binary 1 and if it is off it is sending a 0. The protocol ensures that both devices use the same frequency and packet length for the codes to avoid miscommunication.
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Performance

Slow speed(IrDA-SIR)-up to 115 Kps

Medium speed(IrDA-MIR)-up to 1.15 Mbps

Fast speed(IrDA-FIR)-up to 4 Mps

Advantages of infrared networking 

- Transmission speeds up to 16 Mbit/s. 

- The technology uses a little amount of energy. 

- The directed transmission is safe, while it uses a short range direct line of sight signal which is not diffused. 

- The infrared technology has been available for a long time, which means that the technology is well developed and that there is a lot of knowledge. 

- No cables are needed to enable the connection. 

Disadvantages of infrared networking 

- The connection is restricted to a small range, with a maximum area depending on the used equipment. (0.3 meters for directed signals and up to five meters for diffused infrared) 

- The signal can be of bad quality or can be interrupted due to a wrong angle, distance, noise, heat or light waves. 

- Primarily only usable for a connection between two devices. 

 Bluetooth
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Bluetooth is a proprietary open wireless technology standard for exchanging data over short distances (using short wavelength radio transmissions in the ISM band from 2400-2480 MHz) from fixed and mobile devices, creating personal area networks (PANS) with high levels of security. It has been created by telecoms vendor Ericsson in 1994. It was originally conceived as a wireless alternative to RS-232 data cables. It can connect several devices, overcoming problems of synchronization. Examples of use:

· Wireless control of and communication between a Bluetooth mobile phone and a handsfree headset. 

· Wireless control of and communication between a Bluetooth mobile phone and a Bluetooth compatible car stereo system. 

· Wireless Bluetooth headset and intercom.

· Wireless communication with PC input and output devices, the most common being the mouse, keyboard and printer.

· Transfer of files, contact details, calendar appointments, and reminders between devices with OBEX.

· GPS receivers

· Medical equipment

· Bar code scanners

· Traffic control devices

· For low bandwidth applications where higher USB bandwidth is not required and cable-free connection desired.

· Wireless bridge between two industrial Ethernet.

Wifi (Wireless Fidelity)

Wifi is a mechanism that allows electronic devices to exchange data wiresslly over computer network. A device enabled with wifi such as a personal computer, video game console, Smartphone, tablet or digital audio player, can connect to a network resource such as the internet via a wireless network access point. The access point or hotspot has a range of about 20 meters indoors and greater range outdoors. Hotspot coverage can comprise an area as small as a single room signals or a large area, as much as many square miles, covered by multiple overlapping access points.

Uses

To connect to a Wi-Fi LAN, a computer has to be equipped with a wireless network interface controller. The combination of computer and interface controller is called a station. All stations share a single radio frequency communication channel. Transmissions on this channel are received by all stations within range. The hardware does not signal the user that the transmission was delivered and is therefore called a best-effort delivery mechanism. A carrier wave is used to transmit the data in packets, referred to as "Ethernet frames". Each station is constantly tuned in on the radio frequency communication channel to pick up available transmissions.

A Wi-Fi-enabled device can connect to the Internet when within range of a wireless network connected to the Internet.

Advantages

Wi-Fi allows cheaper deployment of local area networks (LANs). Also spaces where cables cannot be run, such as outdoor areas and historical buildings, can host wireless LANs.

Manufacturers are building wireless network adapters into most laptops. The price of chipsets for Wi-Fi continues to drop, making it an economical networking option included in even more devices.

Products designated as "Wi-Fi Certified" by the Wi-Fi Alliance are backwards compatible. Unlike mobile phones, any standard Wi-Fi device will work anywhere in the world.

The current version of Wi-Fi Protected Access encryption (WPA2) as of 2010[update] is widely considered secure, provided users employ a strong passphrase. New protocols for quality-of-service (WMM) make Wi-Fi more suitable for latency-sensitive applications (such as voice and video); and power saving mechanisms (WMM Power Save) improve battery operation.

Disadvantage

Due to reach requirements for wireless LAN applications, Wi-Fi has fairly high power consumption compared to some other standards.

Range

Wi-Fi networks have limited range. A typical wireless access point using 802.11b or 802.11g with a stock antenna might have a range of 32 m indoors and 95 m outdoors. IEEE 802.11n, however, can exceed that range by more than two times. Range also varies with frequency band. Wi-Fi in the 2.4 GHz frequency block has slightly better range than Wi-Fi in the 5 GHz frequency block which is used by 802.11a. On wireless routers with detachable antennas, it is possible to improve range by fitting upgraded antennas which have higher gain. Outdoor ranges can be improved to many kilometers through the use of high gain directional antennas at the router and remote device(s). In general, the maximum amount of power that a Wi-Fi device can transmit is limited by local regulations, such as FCC Part 15 in the US.

Line of sight

Line-of-sight propagation refers to electro-magnetic radiation or acoustic wave propagation. Electromagnetic transmission includes light emissions traveling in a straight line. The rays or waves may be diffracted, refracted, reflected, or absorbed by atmosphere and obstructions with material and generally cannot travel over the horizon or behind obstacles.

Microwave system uses very high frequency radio signals to transmit data through space. The transmitter and receiver of a microwave system should be in line-of-sight because the radio signal cannot bend. With microwave very long distance transmission is not possible. In order to overcome the problem of line of sight and power amplification of weak signal, repeaters are used at intervals of 25 to 30 kilometers between the transmitting and receiving end.

Line of sight is used in microwave communication systems which to transmit information from one place to another without interruption, and have clear reproduction at the receiver. Microwaves are widely used for point-to-point communications because their small wavelength allows conveniently-sized antennas to direct them in narrow beams, which can be pointed directly at the receiving antenna. This allows nearby microwave equipment to use the same frequencies without interfering with each other, as lower frequency radio waves do. microwaves are limited to line of sight propagation. Their disadvantages is that they cannot pass around hills or mountains as lower frequency radio waves can.

Microwave radio transmission is commonly used in point-to-point communication systems on the surface of the Earth, in satellite communications, and in deep space radio communications. Other parts of the microwave radio band are used for radars, radio navigation systems, sensor systems, and radio astronomy.

WAN: Satellite, line of sight

 Satellite

· Communications satellites are relay stations that receive signals from one earth station and rebroadcast them to another

· They use microwave radio signals
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The satellites are stationed in space, typically 35,400 km (22,000 mi) (for geosynchronous satellites) above the equator. These Earth-orbiting systems are capable of receiving and relaying voice, data, and TV signals.

Line of sight
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Transmitting terrestrial

Terrestrial microwave – Terrestrial microwaves use Earth-based transmitter and receiver. The equipment looks similar to satellite dishes. Terrestrial microwaves use low-gigahertz range, which limits all communications to line-of-sight. Path between relay stations spaced approx, 48 km (30 mi) apart.

Bands
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VI. Describe network Architecture  

VI.1 Peer to peer   

VI.2 Client Server architecture 

Advantages & Disadvantages of Client/Server

Advantages


· Reduced cost potential

· Improved Performance

· Increased Security

Disadvantages

· Increased cost potential

· Loss of control

· Complex multi-vendor environment

VII. Identify connections material and define its utility  

Basic hardware components
Apart from the physical communications media themselves as described above, networks comprise additional basic hardware building blocks interconnecting their terminals, such as network interface cards (NICs), hubs, bridges, switches, and routers.

VII.1 Network interface cards
A network card, network adapter, or NIC (network interface card) is a piece of computer hardware designed to allow computers to physically access a networking medium. It provides a low-level addressing system through the use of MAC addresses.

Each Ethernet network interface has a unique MAC address which is usually stored in a small memory device on the card, allowing any device to connect to the network without creating an address conflict. Ethernet MAC addresses are composed of six octets. Uniqueness is maintained by the IEEE, which manages the Ethernet address space by assigning 3-octet prefixes to equipment manufacturers. The list of prefixes is publicly available. Each manufacturer is then obliged to both use only their assigned prefix(es) and to uniquely set the 3-octet suffix of every Ethernet interface they produce.

VII.2 Repeaters and hubs
A repeater is an electronic device that receives a signal, cleans it of unnecessary noise, regenerates it, and retransmits it at a higher power level, or to the other side of an obstruction, so that the signal can cover longer distances without degradation. In most twisted pair Ethernet configurations, repeaters are required for cable that runs longer than 100 meters. A repeater with multiple ports is known as a hub. Repeaters work on the Physical Layer of the OSI model. Repeaters require a small amount of time to regenerate the signal. This can cause a propagation delay which can affect network communication when there are several repeaters in a row. Many network architectures limit the number of repeaters that can be used in a row (e.g. Ethernet's 5-4-3 rule).

Today, repeaters and hubs have been made mostly obsolete by switches (see below).

VII.3 Bridges
Connects different LANs or LAN segments, two or more networks, using the same access method, with the same protocol, at the media control portions of the data link layer.
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A network bridge connects multiple network segments at the data link layer (layer 2) of the OSI model. Bridges broadcast to all ports except the port on which the broadcast was received. However, bridges do not promiscuously copy traffic to all ports, as hubs do, but learn which MAC addresses are reachable through specific ports. Once the bridge associates a port and an address, it will send traffic for that address to that port only.

Bridges learn the association of ports and addresses by examining the source address of frames that it sees on various ports. Once a frame arrives through a port, its source address is stored and the bridge assumes that MAC address is associated with that port. The first time that a previously unknown destination address is seen, the bridge will forward the frame to all ports other than the one on which the frame arrived.

Bridges come in three basic types:

· Local bridges: Directly connect LANs

· Remote bridges: Can be used to create a wide area network (WAN) link between LANs. Remote bridges, where the connecting link is slower than the end networks, largely have been replaced with routers.

· Wireless bridges: Can be used to join LANs or connect remote stations to LANs.

VII.4 Switches

Link network segments
Forward and filter frames between segments
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Routes or switches data to its destination. 

A network switch is a device that forwards and filters OSI layer 2 datagrams (chunks of data communication) between ports (connected cables) based on the MAC addresses in the packets.[15] A switch is distinct from a hub in that it only forwards the frames to the ports involved in the communication rather than all ports connected. A switch breaks the collision domain but represents itself as a broadcast domain. Switches make forwarding decisions of frames on the basis of MAC addresses. A switch normally has numerous ports, facilitating a star topology for devices, and cascading additional switches.[16] Some switches are capable of routing based on Layer 3 addressing or additional logical levels; these are called multi-layer switches. The term switch is used loosely in marketing to encompass devices including routers and bridges, as well as devices that may distribute traffic on load or by application content (e.g., a Web URL identifier).

VII.5 Routers

Connect networks having the same or different access methods and media. 

Operates at the network level of the OSI model and features more sophisticated addressing software than bridges. Can determine preferred paths.
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Forward packets and frames to networks by using a decision-making process based on:
-Routing table data

-Discovery of most efficient routes

-Preprogrammed information from network administrator

A router is an inter networking device that forwards packets between networks by processing information found in the data gram or packet (Internet protocol information from Layer 3 of the O S I Model). In many situations, this information is processed in conjunction with the routing table (also known as forwarding table). Routers use routing tables to determine what interface to forward packets (this can include the "null" also known as the "black hole" interface because data can go into it, however, no further processing is done for said data).

Firewalls
A firewall is an important aspect of a network with respect to security. It typically rejects access requests from unsafe sources while allowing actions from recognized ones. The vital role firewalls play in network security grows in parallel with the constant increase in 'cyber' attacks for the purpose of stealing/corrupting data, planting viruses, etc.

Gateway

Operates at or above the OSI transport layer and links LANs or networks that employ different architectures and use dissimilar protocols. Enable communications between two different types of networked systems.
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Identify with each layer of OSI model, the elements of the network 
OSI Layers model 
Definition

OSI is a standard reference mode for how network data is transmitted between any two points in a computer network. It defines seven layers of functions that take place at each end of a network communication. 

OSI Model layers

OSI divides the communication into seven layers:

     7.  Application Layer

6.   Presentation Layer

5.   Session Layer

4.   Transport Layer

3.   Network Layer

2.   Data Link Layer

1.   Physical Layer

To remember them, a convenient aid for remembering the OSI layer names is to use the first letter of each word in the phrase:

All People Seem To Need Data Processing

VIII.1.1 LAYER 7 – The APPLICATION Layer

This is the layer at which programs are identified; user authentication and privacy are implemented. It supports application and end-user processes. Communication partners are identified, quality of service is identified, user authentication and privacy are considered, and any constraints on data syntax are identified. Everything at this layer is application-specific. This layer provides application services for file transfers, e-mail, and other network software services. Telnet and FTP are applications that exist entirely in the application level.

Summary:
· The top layer of the OSI model


· Provides a set of interfaces for sending and receiving applications to  gain access to and use network services, such as:  networked file transfer, message handling and database query processing

VIII.1.2 LAYER 6 – The PRESENTATION Layer

This is a layer, usually part of an operating system that converts incoming and outgoing data from one presentation format to another(translating data from application to network format, and vice versa). The presentation layer works to transform data into the form that the application layer can accept. This layer formats and encrypts data to be sent across a network, providing freedom from compatibility problems. It is sometimes called the syntax layer.

Summary:
· Manages data-format information for networked communications (the network’s translator)

· For outgoing messages, it converts data into a generic format for network transmission; for incoming messages, it converts data from the generic network format to a format that the receiving application can understand

· This layer is also responsible for certain protocol conversions, data encryption/decryption, or data compression/decompression

· A special software facility called a “redirector” operates at this layer to determine if a request is network related on not and forward network-related requests to an appropriate network resource 

VIII.1.3 LAYER 5 – The SESSION Layer

This layer establishes, manages and terminates connections between applications. The session layer sets up, coordinates, and terminates conversations, exchanges, and dialogues between the applications at each end. It deals with session and connection coordination.

Summary:
· Enables two networked resources to hold ongoing communications (called a session)  across a network

· Applications on either end of the session are able to ex hange data for the duration of the session

· This layer is:

· Responsible for initiating, maintaining and terminating sessions

· Responsible for security and access control to session information (via session participant identification)

· Responsible for synchronization services, and for checkpoint services 

VIII.1.4 LAYER 4 – The TRANSPORT  Layer

This layer provides transparent transfer of data between end systems, or hosts, and is responsible for end-to-end error recovery and flow control. It ensures complete data transfer.
Summary:

· Manages the transmission of data across a network

· Manages the flow of data between parties by segmenting long data streams into smaller data chunks (based on allowed “packet” size for a given transmission medium)

· Reassembles chunks into their original sequence at the receiving end

· Provides acknowledgements of successful transmissions and requests resends for packets which arrive with errors

VIII.1.5 LAYER 3 – The NETWORK Layer

The network layer does routing and forwarding. 

This layer provides switching and routing technologies, creating logical paths, known as virtual circuits, for transmitting data from node to node. Routing and forwarding are functions of this layer, as well as addressing, internetworking, error handling, congestion control and packet sequencing.
Summary:

· Handles addressing messages for delivery, as well as translating logical network addresses and names into their physical counterparts

· Responsible for deciding how to route transmissions between computers

· This layer also handles the decisions needed to get data from one point to the next point along a network path

· This layer also handles packet switching and network congestion control

VIII.1.6 LAYER 2 – The DATA LINK Layer

This layer provides error control and synchronization for the physical level. At this layer, data packets are encoded and decoded into bits. It furnishes transmission protocol knowledge and management and handles errors in the physical layer, flow control and frame synchronization. The data link layer is divided into two sub layers: The Media Access Control (MAC) layer and the Logical Link Control (LLC) layer. The MAC sub layer controlshow a computer on the network gains access to the data and permission to transmit it. The LLC layer controls frame synchronization, flow control and error checking.
Summary:

· Handles special data frames (packets) between the Network layer and the Physical layer

· At the receiving end, this layer packages raw data from the physical layer into data frames for delivery to the Network layer

· At the sending end this layer handles conversion of data into raw formats that can be handled by the Physical Layer

VIII.1.7 LAYER 1 – The PHYSICAL Layer

This layer transmits the bit stream through the network at the electrical and mechanical level. Cables, Cards …

It conveys the bit stream - electrical impulse, light or radio signal -- through the network at the electrical and mechanical level. It provides the hardware means of sending and receiving data on a carrier, including defining cables, cards and physical aspects. Fast Ethernet, RS232, and ATM are protocols with physical layer components.

Summary:

· Converts bits into electronic signals for outgoing messages

· Converts electronic signals into bits for incoming messages

· This layer manages the interface between the the computer and the network medium (coax, twisted pair, etc.)

· This layer tells the driver software for the MAU (media attachment unit, ex. network interface cards (NICs, modems, etc.)) what needs to be sent across the medium

· The bottom layer of the OSI model

************************************The end***********************************************
Ready





Interruption or Blocked


B





Running 





�





4





3





1





2





CPU





Output





Processing





Input





Storage





ALU





CU





CM





Application





Presentation





Session





Transport





Network





Data link





Physical





Application�





Transport





Internet





Network access





(MAU): Switch                          or  Hub








  Radio Station


 Broadcaster





cd








By Nzabandora Aphrodis                                                                                                                                 Page 1

